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PLEASE NOTE:
THIS EXCEPTIONAL ACCESS RESET FUNCTION WILL NOT BE AVAILABLE ON 31st OCTOBER.  ORGANISATION ADMINISTRATORS WILL BE INFORMED WHEN THIS FUNCTION GOES LIVE.

IN THE MEANTIME PLEASE CONTACT THE CJSM HELPDESK ON 0870 010 8535

Secure eMail

Exceptional Access Policy
CJSM Version 2.x
DRAFT
CRIMINAL JUSTICE SECURE EMAIL PROJECT

Exceptional Access Policy

Purpose

This document lays out the policy for providing organisations with access to a users Secure Email Account in the event that the Authorised User is unable to access the account for a prolonged period due to dismissal, illness, injury etc.

Scope

This policy covers access to both User Accounts and User Admin Accounts.  It does not cover access to Helpdesk accounts or CJIT Administrator Accounts.

Requirements

In exceptional circumstances it may be necessary for an organisation to seek access to a user’s secure email account in order to provide business continuity in the event that the authorised user is no longer able to continue their role (this may be due to dismissal, prolonged illness, injury etc.).  In these circumstances, the authorised user’s line manager or other senior manager of the organisation can request that the User Administrator provide another user within the organisation with access to the account.  The following steps will apply:
1. Authorised User temporarily unavailable but expected to return

a. Line Manager or other senior manager contacts local Organisation Administrator (OA) to request Exceptional Access (EA) be granted.  This request should be in writing (email is sufficient) and should name the staff member to whom access will be given.

b. The OA will perform an account reset on the account in question. This will generate a new one-time password for the account, reset the memorable data and reset the password count.  The OA will give the user being granted exceptional access the account ID and the new one-time password.  The OA will additionally notify CJIT that EA has been granted for this account so that activity on the account can be closely monitored.

c. On logging into the mailbox, the user will have to change the password on first use and enter a new set of memorable data.

d. The EA user will now have full access to the account.

e. The EA user MUST NOT send email from any account to which they have been granted exceptional access.

f. Once the Authorised User has returned to work, the manager who originally requested EA shall instruct the OA to conduct another account reset to allow the authorised user access to the account. 

g. The Authorised User will have to change their password and enter new memorable data but will then be able to use their account as before.
2. Authorised User permanently unavailable

a. In the event that an authorised user has been dismissed, died or suddenly left the organisation for another reason, steps a-e above will be followed.

b. The EA user should forward any mail in the inbox or stored folders to their own personal account as soon as possible.

c. Once the EA user has transferred all required files, the EA user or requesting manager shall instruct the OA to delete the account.  The OA will have the opportunity at this stage to divert all further email sent to this account to another user within the organisation.

d. The EA user MUST NOT send email from any account to which they have been granted exceptional access.
3. New User has locked themselves out whilst entering the one-time password

a. Where a new user enters an incorrect password 3 times when trying to enter the one-time password, the account will become locked with no opportunity for them to enter memorable data to facilitate a password change.  In this instance the OA will initiate an account reset giving the user a new one-time password.

b. The user can then enter their account, conduct a password change (mandated) and enter their memorable data. 

c. There is no restriction on an authorised user sending mail if their account has been reset this way.
4. Gaining access to a deleted account.

a. Within 6 months of an account being deleted, it is possible to recover the account to provide access to emails within it.  Access in these circumstances may be granted by an OA following the steps under section 2 above.
5. Actions in the event that an OA is unavailable.

a. EA will NOT be granted for OA accounts.  

b. In the event that an OA is unavailable, the person who signed the T’s & C’s on behalf of the organisation should contact CJIT and request that the CJIT administrators undertake changes in place of the OA.  

c. In parallel, the organisation should identify an alternative OA who can be trained to undertake the OA role and have their own OA account created.
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